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Application of Machine Learning algorithm for creating sustainable omni-channel
retail ecosystem

Abstract

The retail ecosystem has evolved from simple Kirana stores to large omni-channel retail systems. The
advent of omni-channel retailing has seen an increased count of fraudsters who can abuse the gap
between the online and offline channels to perform different types of fraudulent activities. Fraud can be
related to payment, account take over, refund and cancellation abuse, collusion of customers with
associates. Waste can be due to over-production, sub-optimal pricing or discounts, damaged products,
throwaways, availability issues, packaging waste. The paper tries to identify the need for better research
on improvement in fraud detection systems for sparse data, improvement of the customer experience
and reduction of returns. The paper also discusses the need for adoption of ML models through better
interpretability. The data analysis is performed on omni-channel retail transactions over a period of a year
across multiple countries. Machine Learning methods of supervised and unsupervised learning can be
used to highlight the outlier cases to focus upon, and then identify the root causes of such losses. Then
causal discovery models can be used to identify root causes and provide prescriptive recommendations.
The paper provides a comprehensive evaluation of the challenges in omni-channel retail ecosystem and
the proposed machine learning tools which can help resolve the issue at large. The implementation of ML
techniques in retail total loss management can lead to multimillion- dollar savings through better fraud
detection and waste management. Performance of supervised models improves to close to 98% over the
course of months by using feedback loop.

Keywords

Retail loss, fraud management, waste reduction, Machine Learning, anomaly detection, classification,
causal discovery, computer vision

Erratum
Article updated to add co-author's affiliation.

This research article is available in Management Dynamics: https://managementdynamics.researchcommons.org/
journal/vol23/iss2/3


https://managementdynamics.researchcommons.org/journal/vol23/iss2/3
https://managementdynamics.researchcommons.org/journal/vol23/iss2/3

=
o3
»n
i
>
=
0
s
>
=~
-
—
@)
=
(s

Application of Machine Learning Algorithm for
Creating Sustainable Omni-channel Retail Ecosystem
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Abstract

The retail ecosystem has evolved from simple Kirana stores to large omni-channel retail systems. The advent of
omni-channel retailing has seen an increased count of fraudsters who can abuse the gap between the online and offline
channels to perform different types of fraudulent activities. Fraud can be related to payment, account take over, refund
and cancellation abuse, collusion of customers with associates. Waste can be due to over-production, sub-optimal pricing
or discounts, damaged products, throwaways, availability issues, packaging waste.

The paper tries to identify the need for better research on improvement in fraud detection systems for sparse data,
improvement of the customer experience and reduction of returns. The paper also discusses the need for adoption of ML
models through better interpretability.

The data analysis is performed on omni-channel retail transactions over a period of a year across multiple countries.
Machine Learning methods of supervised and unsupervised learning can be used to highlight the outlier cases to focus
upon, and then identify the root causes of such losses. Then causal discovery models can be used to identify root causes
and provide prescriptive recommendations. The paper provides a comprehensive evaluation of the challenges in
omni-channel retail ecosystem and the proposed machine learning tools which can help resolve the issue at large.

The implementation of ML techniques in retail total loss management can lead to multi-million-dollar savings
through better fraud detection and waste management. Performance of supervised models improves to close to 98% over
the course of months by using feedback loop.

Keywords: Retail loss, Fraud management, Waste reduction, Machine learning, Anomaly detection, Classification, Causal
discovery, Computer vision

1. Introduction important for retailers to prevent loss as much as

feasible. Loss can happen either through shrink,

R etail business is the sale of goods and services

to customers either in-stores or online (Mittal
& Prashar, 2011; Shukla & Sharma, 2018a, 2018b).
Usually in retail businesses, the profit margins are
low, as there is fierce competition on price, leading to
increasing cost pressure and growing investment in
the infrastructure to support the growth. In this hyper
competitive environment, millennials are extremely
demanding and are expecting delight and conve-
nience across their journey (Singh, 2013). Hence it is
crucial to provide a safe, trustworthy, frictionless,
and sustainable omni-channel shopping experience.
Since the margins are already quite low, it is also

fraud, waste, refunds, cancellations and many others.

According to National Retail Security Survey
(2019), 1.38% of total sales is due to shrink, which
impacts the retail industry by more than $50.6 billion
USD. As e-Commerce retail experiences explosive
growth, the amount of fraudulent activity naturally
rises in parallel. According to LexisNexis (n.d.)
successful retail fraud attempts grows by nearly 30%
annually, with e-commerce driving a significant
share of the fraudulent transactions. In US, fraudsters
cause a loss of more than 5 cents out of 100 dollars
profit. In a competitive retail industry operating on
razor thin margins, this represents significant loss
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and essentially increases prices for other non-fraud
customers. Preventable returns impact the bottom-
line and accounts for 2% of revenue. We lose 8 cents
on every revenue dollar to return. Returns loss post
recovery is slated at $750 million, out of which $200
million was preventable. Reducing the return rate for
a department by 50 bps can improve the overall
customer NPS by 1 point. Over 60% of all returns
across ecommerce retailers are not a choice of the
customer. Retail waste management has always been
a very significant issue for the retail industry, which
causes huge financial loss as well as huge environ-
mental impact. According to the multiple environ-
mental agencies, US generates around 300 million
tons of waste. Even if many of the items can be
reused, we see that retailers have disposed of 5 billion
pounds returned goods usually in landfills and other
dumping grounds. As the e-Commerce industry
continues to grow at an exponential rate, returns also
proportionally rise which in turn causes huge rise in
retail waste volumes (www.actenviro.com, 2022).
Optimizing the retail waste management plan can
seem daunting but if done correctly, could play a big
part in maximizing the bottom line, especially during
uncertain economic times.

1.1. Retail fraud

With the advent of omni-channel retail, we also
have more customers who are trying to exploit the
gap between different channels & indulge in fraud-
ulent activities, and there can be potential collusion
with store associates, delivery drivers, marketplace
sellers, call center agents, as well as between groups
of customers to create organized crime rings. Omni-
retail has also seen a rise in returns, especially when
the customer expectations don't match. Cancellation
is another huge source of loss both in form of abuse as
well as process issues. Mismatch between the fore-
casted demand and actual sales is a major cause of
overstocking leading to huge waste. Retailers suffer
heavy loss by providing heavy markdowns to sell
through the inventory and remaining is being
disposed of. Majority of these decisions are driven by
business leaders subjectively and not using data-
driven advanced data science and machine learning
techniques. While there has been some historical
focus on payments and credit card fraud detection
using supervised learning, there is approximately
10%—15% false positives in such models. Also, there
is a huge opportunity of identifying any new types of
fraud, since these models only focus on learning from
previously identified fraud cases. Another major
opportunity area is getting good quality labelled data
to train such supervised models. One of the prevalent

challenges in any Machine Learning problem is the
availability of good quality labelled data, and this
problem becomes more pronounced in case of rare
event scenarios like fraud, where one of the classes is
a minority. Another major part of loss reduction is
to reduce returns and cancellations systematically
either in pre-purchase or post-purchase scenarios.
There is a serious gap of Machine Learning tech-
niques to solve such process opportunities.

1.2. Retail waste management

Sustainability and Waste reduction is a major
focus for many companies including retail. However
there is no clear guidance or recommendation on
the optimal path to follow for such efficient waste
management. This is where prescriptive Machine
Learning models, especially Causal ML could
potentially play a significant role, both in identifying
the true root causes of wastage, and to provide
guided recommendations on how to reduce further
waste. Another major gap with such advanced
Machine learning solutions is the lack of interpret-
ability and explain ability which causes difficulty in
adoption of such solution by business leaders.

We have highlighted that in retail industry it is
crucial to minimise loss through reduction of fraud
and waste, and also to become more trustworthy and
sustainable. There is a significant gap in the current
retail landscape and use of advanced predictive and
prescriptive models for such efficient loss reduction.

1.3. Research questions

The objective of the study is to understand how
can we use advanced predictive and prescriptive
Machine Learning models for retail loss manage-
ment. Following are the existing gaps in research:

i) Better fraud detection in presence of data and

label uncertainty

ii) Return reduction and better experience

iii) Waste management through prescriptive ML
models

iv) Omni-channel retail loss management espe-
cially in emerging technology

v) ML models adoption in retail loss manage-
ment through interpretable models

2. Literature review

2.1. Retail total loss review

Detection and prevention of shrink is a major
task for all total loss prevention teams in retail.
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Shrinkage of inventory shrinkage is defined as the
loss due to many attributes like is the associate theft,
shoplifting, associate error and partner collusion
fraud (Holliger, 2002 National Retail Security
Survey).

In the book “The Challenges to Preventing Losses
in Retailing” (2018), Martin Gill has mentioned that
there is very less research performed on fraud
detection mechanisms while keeping track of
financial loss of missed sales opportunities.

According to Adrian Beck (2020, Total Retail Loss
2.0), retailers face multifarious challenges for loss
prevention like inefficient data management (44%),
unavailability of required data storage (23%), chal-
lenging organisational plan (14%) and blockers due
to management (9%).

Beck (2020) classified retail Total Loss as coming
from different sources like Store, eCommerce,
Supply Chain and Corporate. These are further
divided into known and unknown stock loss. Even
within the known loss there are malicious loss
(fraud) or non-malicious loss which are process
opportunities (refer Fig. 1).

Beck further highlights that, returns due to
fraudsters cannot be avoidable and is a serious
concern since they cause a huge loss and require a
lot of resources to control. Such returns significantly
affect the financials of the retailers by eating up 15%
or more of profit. Many industry reports suggest
that in US, more than 75 billion USD of annual loss
is due to returns (National Retail Federation, n.d.).
Also, over the years such returns fraud is growing at
a rate of more than 17%. Fraudulent activities of

renting and wardrobing are cases where apparel
items are purchased and used at special events and
then returned at full cost. There are also cases where
big retailers like Amazon has been scammed by
return of dirt in packages in place of actual items
(Aguiar & Moynihan, 2019).

Sometimes, associates also collude with family
members where the spouse returns items and it is
accepted by the associate with knowledge that
the items are not properly returned or damaged
(Speights & Hilinski, 2005). Pre and post analysis of
fraudulent returns related to specific intervention
actions have not been performed in the past.

2.2. Retail waste review

The Food and Agriculture Organization of the
United Nations (FAO, 2018), has recorded that
across the world, more than a billion metric ton food
is being wasted annually, which is more than a
quarter of food produced and also causes waste of
natural resources like water and energy. On top of
this some government agencies also report that
huge quantities of food is wasted without being
eaten, and this could be due to many reasons like
over-production of fresh food, improper expiry in-
formation and poor quality. The waste which gets
generated by physical brick and mortar stores is a
serious problem for any omni-channel retailer, since
it varies a lot based on the inventory changes and
internal promotional events. This unpredictable
variation is leading to a system that is not efficient,
and causes spike or dip in waste during online
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Fig. 1. Adrian Beck's total retail loss 2.0 Model (2020).
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pickup orders. Retailers will continue to face chal-
lenges of proper disposal and management of waste
till there is excess inventory either on shelves or
backroom (Admin & Admin, 2022). Such waste cycle
starts from the point the items that are ordered are
shipped from the manufacturer or sellers to the
stores or warehouses. Once these shipments arrive,
they are wrapped for display in stores or kept for
pickup. The packaging using plastic, paper, fillers
and cartons also add on to retail waste, and this is
true for large retailers like Amazon and Walmart
who do many billions of shipments worldwide.

2.3. Application of machine learning

The role of Machine Learning and Artificial
Intelligence to solving retail loss and making it safe
and sustainable is critical, although existing
research has focused only on solving parts of the
problem, mainly focusing on payment fraud pre-
vention. According to Nanduri, Jia, Oka, John
Beaver, and Liu (2020), The primary challenge of
eCommerce fraud is due to the dynamic nature of
fraud patterns, which affect any Machine Learning
models that are developed to detect certain types of
fraud, because of previously unseen patterns.
Further the multiple layers of decision-makers and
other partners make a lot of reviews and changes
which are not properly captured by the models.

Loss reduction by a fraction of percentage can
lead to multi-million dollar additional savings and if
the false detection of fraud is reduced by even 1%,
then payment authorizations improve manifolds.

Ileberi et al. (2022) have proposed a technique of
using Genetic Algorithm for feature selection
followed by multiple ML classifiers to predict credit
card fraud. The results demonstrated that this
approach outperformed existing systems. Deep
learning approaches for detecting and attributing
cyber-attacks can perform better than some of the
traditional machine learning models, as per the
research by Soleymanzadeh et al. (2022).

Lokanan and Sharma (2022) has noted that till
date no researcher has used machine learning to
predict fraud in total loss in omni-channel scenarios,
however related fraud like payments risk and
financial fraud have used such models in past. Even
with a lot of preventive policies set up by regulatory
bodies and financial institutions, more advanced
technology solutions are required to curb these
frauds. One path forward can be to develop testing
of hypothesis on different fraud modus operandi to
identify the features related to fraud.

Weber and Schiitte (2019), mentions that ML can
have many applications in different parts of retail

and wholesale business. There are many difficulties
related to data analysis due to the circumstances of
retail business. The huge assortment and fast sales
pattern across multiple stores creates huge data
quantity, which is not possible for manual analysis.
In the past there was low priority of such analysis
due to technical challenges of outdated systems, so
many retailers don't have active initiatives related to
ML (Fig. 2). Although ML based solutions can have a
huge opportunity to reduce the cost and optimise
the business process, yet such processes are not
adopted to full capacity.

Malefors et al. (2022) highlights that in any
circumstances, fresh food waste is a complex and
persistent issue. Covid-19 pandemic put a lot of
pressure on the system, and unearthed underlying
systemic issues, especially under fast-changing
purchase pattern of customers. During such un-
foreseen events, it may be nearly impossible to
predict beforehand. The alternative strategy can be
to take care of surplus supply of fresh food items and
forming segmentation strategies during unforeseen
acts of nature (Ali et al., 2008; Makkar, 2008). If the
demand forecast is not reliable and trustworthy, the
store associates producing these fresh items will be
reluctant to use and hence we will lose out on the
benefits of the ML models (Shukla & Mishra, 2021).

Uganya et al. (2022) proposed a new method for
effective and intelligent waste management system
using IOT through prediction of the possibility of
waste. The wastage capacity and level can be
monitored continuously using IoT based bins,
which can be placed in the stores.

Fig. 2. ML adoption across top retailers in the world.
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Glatzel et al. (2016) mentions that a ML based
forecasting system can use historical transactions
and also additional internal strategies like adver-
tisements and promotional events, operating hours
and external attributes like weather and holidays.
Additional constraints on delivery timeline, safety
stock, pack size, etc can also play an important role.

As per the analysis by Falatouri et al. (2022),
among a multitude of traditional and advanced ML
models applied for forecasting, LSTM performed
better for products with stable demand, while
SARIMA showed better results for products
with seasonal behaviour. SARIMAX models also
performed significantly better for products with
promotions. Hybrid approaches by training SAR-
IMA(X) and LSTM on similar, pre-clustered store
groups, can improve the forecast quality.

Use of mobile assisted retail shopping (Shukla &
Sharma, 2018a, 2018b) and use of smart voice
assistants for purchase would also influence retail
(Mishra et al., 2022). Retailers need to review their
ways of working with different partners like sup-
pliers, negotiate better and also help to improve
forecasts of suppliers. Through these steps, they can
develop sustainable and long-lasting improvements
using the power of Machine Learning.

3. Conclusion

This paper highlights the importance of predictive
and prescriptive Machine Learning techniques in
retail loss prevention. It identifies the different
problem areas in loss prevention like fraud, shrink,
waste, availability and provides insights into how
such problems can be tackled using Machine
Learning techniques like supervised and unsuper-
vised models, anomaly detection, graph analytics,
reinforcement learning, computer vision and causal
inference. The use of technology in retail can be
tested for continuance intention to compare in store
as offline retail purchase (Mishra et al., 2023). The
future research may focus on identifying the best
approaches and designing a ML based system
which can solve these problems for omni-channel
retail ecosystem and make it safe and sustainable.
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